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Our integrity absolute
Our advice independent

Security and Risk Management

Site Survey

Design Architects
System Integration

Witness Testing

Industrial Specialist

—= The first step in reducing risk

is to recognise it’'s there

We believe the security system that is installed
must aid not hinder process, make staff feel
safe not watched, and above all, eliminate and
reduce vulnerabilities to protect your assets,
systems and people.

Specialist guidance, complete assurance




Security Management

The pace of change and choice of equipment within the security industry is
mind boggling, we will cut through the latest hype and deliver a system
that is reliable, resilient and supportable.

Site survey and full report identifying vulnerable points, including
recommendations on improving procedures to countermeasure
threat agents.

Advice and recommendations on the type of security measures
and architecture to deploy.

Guidance on legislation, such as Data Protection Act, (DPA).
Produce a suite of documents and practical recommendations that
keeps residual risk to a minimum.

Design Architects

Whet her 1 tdéds a fully integrated enteropri ¢
disciplines, spanning multiple sites, or a static CCTV system with just a

handful of cameras, our design will be cost effective, fit for purpose and

easy to maintain and operate.

We select the equipment to fit the design,

not design the system to fit the equipment

Whole security design, including auxiliary systems such UPS,
EKMS, networks and lighting.

CCTV including automatic number plate recognition, (APNR)
Intruder detection system, (IDS) for varying situations and scale
Access control design, including biometrics and remote
enterprise systems.

Security management system, (SMS) design, including ARC
control room, video wall and voice VOIP

Full wiring schematic, system drawings, network topology and
configuration instructions.

Thebestaspect of | P networks is everything
Theworst aspect of | P networks is everything



Integration

Technology is moving at such a rate that what is just possible today is
commonplace tomorrow.

Smart networks, require smart security

Modular, loose-coupled building block approach - elements will
never O0talkd to one another directly
Set-up of VPN and Internet Protocol Security, (IPSec) tunnels for
remote secure monitoring.

Clear easy to use operator interface i can have the best
technology in the world but if it is cumbersome to use the
system is ineffective.

Implementing and securing a voice over IP, (VOIP) intercom or
public address, (PA) system.

Production of firewall rules i to lock down the system and only
open the ports required

Documentation

Having the right documents and procedures in place, not only to measure

a systems compliance against specification, but also to operate and

maintain the system afterwards is essential to the effectiveness of an
operatoros ability to use the system whert

Production of test scripts for commissioning and configuration
Management

Operation and maintenance, (O&M) manual and as built drawings
Maintenance register, and recommended planned preventive
maintenance, (PPM) schedule

CCTV policy document, Network schematics, and operational
Overview

Handover and backup procedure for ORe
of images

Produce record of software versions and libraries of configuration
data to aid maintenance and support.
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